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Abstract

Along with the convenience that came with the penetration of electronic transactions and services into
our everyday life, new security and privacy threats have been emerging. The necessity of employing
privacy-preserving technologies in order to avoid online surveillance is getting more and more atten-
tion. In this regard, the EU project ABC4Trust” has been the pioneer to deploy the first ever trial of
Privacy Preserving Attribute-based Credentials (Privacy-ABCs) in real life environment. In this paper,
we provide an overview of the state of ABC4Trust’s work in the design and development of the
ABCA4Trust architecture as well as the integration of smartcards into the deployed pilots.

1 Introduction

The rapid growth of communication infrastructures and enterprise software solutions has
caused electronic services to penetrate into our everyday life. So it is not far from reality that
many personal and trust-sensitive transactions happen online. In this regard, one of the big-
gest challenges to deal with will be proper user authentication and access control, as strong
authentication and authorization techniques used nowadays are double-edged swords: while
they can protect service providers by offering a satisfactory level of resilience against unau-
thorized accesses, most of these technologies have the drawback of threatening the clients’
privacy.

As an example, X.509 certificates, which are one of the most common strong authentication
mechanisms, contain a list of attributes of users attested and digitally signed by a trusted issu-
er in the domain. The static representation of these certificates makes it possible to trace us-
ers’ online activities and link their various transactions. Furthermore, due to the nature of the-
se certificates, the signature cannot be verified if a single modification occurs in the issued
certificates. As a result, there is no choice for the users other than revealing all the attested at-
tributes in their transactions even though some of them are not needed. Online techniques like
SAML, OpenlD, or WS-Federation can overcome this problem and offer selective disclosure
of attributes, but they still suffer from other privacy breaches.

! The research leading to these results has received funding from the European Community’s Seventh Frame-
work Programme (FP7/2007-2013) under Grant Agreement no. 257782 for the project Attribute-based Creden-
tials for Trust (ABC4Trust).
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Taking OpenlD as an example, the OpenlD Provider is actively involved in the authentication
process. This means the users cannot access a service without the OpenID Provider learning
about that transaction. Therefore, the OpenID Provider knows about every authentication ses-
sion and it can profile the users based on their requested services. On the other hand, when a
service provider employs OpenlD to authenticate its users, the OpenlD Provider can monitor
the service provider’s business as well and build a profile based on the number of authentica-
tion requests and the information it has about the requesting users. In addition to these privacy
threats for users and service providers, there is a risk of impersonation of the user by the
OpenlD Provider, since the user does not have an active involvement in the information ex-
change process between the OpenID Provider and the service provider.

This paper provides an overview of ABC4Trust’s results so far in deploying trials for privacy
enhancing technologies and integrating smartcards into the pilots. We start with a brief intro-
duction of Privacy Preserving Attribute-based Credentials (Privacy-ABCs) and their life-cycle
in Section 2. Then in Section 3, we present the proposed architecture by ABC4Trust for Pri-
vacy-ABC systems. Section 4 describes the trials where ABC4Trust brings Privacy-ABCs in-
to practice. In Section 5, we shortly talk about the Reference Implementation of the proposed
architecture, and later elaborate on the integration of smartcards into our scenarios in Section
6. We conclude the paper with an outlook in Section 7.

2 Privacy Attribute-based Credentials

Privacy Preserving Attribute-based Credentials (Privacy-ABCs) are elegant techniques to
cope with the problems we introduced in the previous section. They can offer strong authenti-
cation and a high level of security to service providers, while users’ privacy is preserved, so
the follow the paradigm of Multilateral Security [Rann00]. Users can obtain certified attrib-
utes in the form of Privacy-ABCs, and later derive unlinkable tokens that only reveal the nec-
essary subset of information needed by the service providers.

Over the past years, there have been several proposals on how to realize a Privacy-ABC sys-
tem [Chau85, Bran93, CaLy01, CaLy04]. However, there was no commonly agreed set of
functions, features, formats, protocols, and metrics to gauge and compare these Privacy-ABC
technologies, and it is hard to judge the pros and cons of the different technologies to under-
stand which ones are best suited to which scenarios [CKL+11]. ABC4Trust provides defini-
tions of Privacy-ABCs’ concepts such as pseudonyms, credentials, (key-) binding and the
processes of issuance, presentation, revocation and inspection, presenting a complete over-
view of the life-cycle of Privacy-ABCs.

A Credential is defined to be “a certified container of attributes issued by an Issuer to a Us-
er” [CKL+11]. An Issuer vouches for the correctness of the attribute values for a User when
issuing a credential for her. For example, a university can issue an “Enrolment Credential” for
a student, which contains several attested attributes such as firstname, lastname, matriculation
number and the enrolment year.
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Figure 1: A Sample Presentation Scenario
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A typical authentication scenario using Privacy-ABCs is shown in Figure | where a User seeks |

to access an online service offered by a Service Provider. The Service Provider performs a so-
called Verifier role and expresses its requirement for granting access to the service in form of
a Presentation Policy. In the next step, the User needs to come up with a combination of its
credentials to derive an acceptable authentication token that satisfies the given policy. When
the Verifier confirms the authenticity and credibility of the Presentation Token, the User
gets access to the corresponding service.

Presentation tokens based on Privacy-ABCs are cryptographically proven to be unlinkable
and untraceable, meaning that Verifiers cannot tell whether two presentation tokens were de-
rived from the same or from different credentials, and that Issuers cannot trace a presentation
token back to the issuance of the underlying credentials. Furthermore, since the User is active-
ly involved into the generation of Presentation Tokens, there is no risk of user impersonation
introduced by the other parties.

After this brief introduction of Privacy-ABC scenarios, we quote a more detailed description

of the involved entities in the life cycle of Privacy-ABCs and demonstrate in Figure 2, their in- |

teractions as Deliverable 2.1 of ABC4Trust [CKL+11] presents them:
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Figure 2: Privacy-ABCs’ entities and their interactions [CKL+11]

* “The User is at the centre of the picture, collecting credentials from various Issuers
and controlling which information from which credentials she presents to which veri-
fiers. The human User is represented by her User Agent, a software component run-
ning either on a local device (e.g. on the User’s computer or mobile phone) or remote-
ly on a trusted cloud service. The User may own special hardware tokens to which
credentials can be bound to improve security. In identity management literature, the
User is sometimes referred to as the requestor or the subject.

* An Issuer issues credentials to Users, thereby vouching for the correctness of the in-
formation contained in the credential with respect to the User to whom the credential
is issued. Before issuing a credential, the Issuer may have to authenticate the User,
which it may do using Privacy-ABCs, using a different online mechanism (e.g.,
username and password), or using out-of-band communication (e.g., by requiring the
User to physically present herself at the Issuer’s office). In the identity management
literature, the Issuer is sometimes referred to as the identity provider or attributes au-
thority.
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* A Verifier protects access to a resource or service that it offers by imposing re-
strictions on the credentials that Users must own and the information from these cre-
dentials that Users must present in order to access the service. The Verifier’s re-
strictions are described in its presentation policy. The User generates from her creden-
tials a presentation token that contains the required information and the supporting
cryptographic evidence. In the identity management literature, the Verifier is some-
times also referred to as the relying party, the server, or the service provider.

* A Revocation Authority is responsible for revoking issued credentials, so that these
credentials can no longer be used to generate a presentation token. Both the User and
the Verifier must obtain the most recent revocation information from the Revocation
Authority to generate, respectively verify, presentation tokens.

* An Inspector is a trusted authority who can de-anonymize presentation tokens under
specific (and extreme) circumstances. To make use of this feature, the Verifier must a-
priori specify in the presentation policy, which Inspector should be able to recover
which attribute(s) under which circumstances. The User is therefore aware of the de-
anonymization options when the token is generated and actively participates to make
this possible; therefore the User can make a conscious decision based on her trust in
the Inspector.”

3 The ABCATrust Architecture

The architecture has been designed to decompose future (reference) implementations of Pri-
vacy-ABC technologies into sets of modules and specify the abstract functionality of these
components in such a way that they are independent from the cryptographic mechanisms used
underneath. As a result, application developers can integrate the reference implementation of
the ABC4Trust architecture directly into their applications, without having to know how its
layers are internally structured (Section 5). The functional decomposition foresees possible
architectural extensions to additional functional modules that may be desirable and feasible
using future Privacy-ABC technologies or extensions of existing ones [CKL+11].

Figure 4 depicts a cropped view of the high level ABC4Trust architecture where two of the
main actors, namely User and Verifier, interact in a typical service request scenario. As
demonstrated in this figure, the ABC4Trust architectural modules are divided into the three
abstract layers, namely Application, ABC-Engine (ABCE) and CryptoEngine (CE). The core
of the architecture is the ABCE; it provides the necessary APIs to the application layer resid-
ing on the top and utilizes the interfaces offered by the CE that constitutes the bottom layer.

To complete the picture an XML-based language framework has been designed so that ABCE
peers from different entities of the system, e.g. the User and the Verifier, can communicate in
a technology-agnostic manner. Putting all the pieces together, the application layer follows
the corresponding steps defined in the protocol specification [CKL+11], calls the appropriate
ABCE APIs, and exchanges the given messages with the other parties. Further down in the
layers, upon receiving an API call, the ABCE performs technology-agnostic operations, such
as matching the given access policy with the user’s credentials, interacting with the user in
case it is needed, and invoking crypto APIs from the CE in order to accomplish cryptographic
operations. Finally the bottom layer CE is where the different realizations of Privacy-ABC
technologies appear and provide their implementations for the required features.

Dele
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Figure 3: ABC4Trust layered architecture [SaKR12]

Going one level deeper in the architecture components, ABC4Trust has designed a new cryp-
to architecture that breaks down the monolithic implementation of CryptoEngines. This archi-
tecture decomposes the crypto realization of Privacy-ABCs into a set of building blocks (i.e.
signature schemes, range proofs, etc.) and defines the APIs and interfaces between them. As a
result one can customize the CE based on the desired features. Furthermore, the new design
facilitates co-existence and interoperability of different Privacy-ABCs as it is the case in the
second round of ABC4Trust Course Evaluation pilot, where students use Idemix and U-Prove
credentials together in one single presentation.

4 The ABCA4Trust Pilots

4.1 Online Course Evaluation

A standard practice at the end of each semester in most universities is to collect the opinions
of the students who have taken a course and to evaluate different aspects of that course to fur-
ther improve the quality of education in the future. However, both the students and the pro-
fessors have legitimate concerns about the process of course evaluation. The students might
be worried about their identities being linked to their evaluation forms, and thus resulting in
negative impacts on their grades or education records. On the other hand, professors consider
a minimum level of participation in the lectures to be necessary for getting the real experience
of the course and therefore being eligible to evaluate it. The scenario becomes even more
complex in terms of security, privacy, and trust, when electronic evaluation is desired.

In September 2012, ABC4Trust launched its first pilot in the Patras University in Greece fo-
cusing on the online course evaluation process. In the designed scenarios Privacy-ABCs were
employed to address the aforementioned concerns of the both parties. Whilst the identity and
privacy of the students were being protected, the opinions of the students, who had attended
more than a certain number of lectures, were collected via the online evaluation portal.

At the beginning of the semester, the pilot participants received a start-up kit containing a
smartcard and its PIN (and PUK) code, a smartcard reader, and a One-Time Password (OTP)
to access the Identity Management System (IdM). In the first step, they had to visit the [dM
and login with their student ID and their OTP, and then register their smartcards with their
profiles. When the card was registered, they could authenticate to the IdM using only the
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smartcard. In the next step, they had to download credentials that certify their enrolment in the
university and the course.

After the initialization actions were performed at the beginning of the semester, the students
could record their participation in the lectures on their smartcards. Upon entering the lecture
room, every student had to swipe her card in front of the device installed in the room in order
to collect attendance units for that specific lecture. It is important to mention that these units
were collected anonymously, meaning that no identifiable information was transferred to the
system, which otherwise might have lead to privacy breaches. Therefore, the attendance rec-
ords were only stored on the smartcards of the students and not anywhere else.

During the evaluation period, the student could access the evaluation form and submit their
opinion if they could prove that 1) they are a student of the university, 2) they are registered in
the course 3) they have attended at least a minimum number of the lectures from the course. If
all these conditions were met, the smartcard could produce a Privacy-ABCs presentation
proof that attested their eligibility to evaluate the course. While it was not possible to link the
evaluations to the actual participants, the authentication step was designed based on so-called
“scope-exclusive pseudonyms”, which gives the opportunity to recognize a returning user and
therefore allow her to update her previous submission. By the end of this round of the trial in
February 2013, 48 students submitted their feedback about the course using the pilot platform.

A second round of the same pilot was launched in Fall 2013 with 60 participants to further
test the Privacy-ABC features developed in ABC4Trust in an actual deployment environment.
The newly introduced features include revocation of credentials, blind transfer of attributes
between credentials and inspection of tokens (de-anonymization). The scenarios of the first
round of this pilot were extended in order to best integrate these new features. More specifi-
cally, after the students submit their evaluations, they will receive a new credential that has
the student ID blindly transferred to it from the university registration credential in their cards.
In other words, they get a certificate of participation in the evaluation bound to them without
the system being able to identify the students in the corresponding session. They can later use
the new credential to anonymously take part in a tombola. When the winner is selected, her
identity will be revealed through the inspection of her token. There is no privacy risk for the
winner with regard to the evaluation she provided, as the only information one can learn is
that the winner had submitted an evaluation form. More detailed information about this pilot
can be found in [ALP+12] and [DGL+12].

4.2 School Community Interaction Platform

According to the 2013 statistics [Find13], 86 to 97 percent of children between the ages of 12
to 15 years in Sweden are accessing the Internet on a daily basis. At the same time, the use of
the Internet has become much more common in Swedish schools in recent years. More specif-
ically, the daily Internet use in schoolwork has increased from 11% in 2009 to 53% in 2013
among the students in the above age group. There has been a similar trend in the use of Social
Networks. For example, the statistics show that some children start using social networking
sites at the age of eight even though there is a higher minimum age requirement (i.e. 13 years
for Facebook). Focusing on the age group of 12 to 15 years, a daily visit at Facebook is done
by 59% of the boys and 68% of the girls in 2013. The observed growth in use of the Internet
and social networks among the Swedish teenagers affirms the choice of the pilot environment
by ABC4Trust.
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The Norrtullskolan school of Soderhamn in Sweden hosts the school trial of ABC4Trust,
where a privacy friendly platform, built upon Privacy-ABCs, is deployed to boost the com-
munication between the pupils, their parents and the school personnel. The platform is devel-
oped as a web-based application to be used for chat communication, counselling, political dis-
cussions and exchange of sensitive and personal data between pupils, parents, and school per-
sonnel such as teachers, administrators, coaches, nurses etc.

The community platform uses an abstract model called “Restricted Area” (RA) that provides
the virtual environment for the aforementioned activities. Every user can initiate such a pri-
vate space and define access policies in order to restrict the participation to her desired target
group. For example, a teacher can create an RA with “Chat” functionality to collect the opin-
ions of the pupils about his teaching methods and limit the access to this chat room to partici-
pants of a specific class. In this case the pupils of that class can join the discussion and stay
anonymous under an “Alias” while the other students from the school are prohibited to enter
this chat room.

In general, the participants can choose to interact with the system using an alias or their real
identity. In this regard, the platform also supports the cases where identification of users is
desired. For example, each participant owns a private RA that is used similar to an inbox for
receiving messages or documents that are specifically addressed to this person. In order to ac-
cess this RA, a user must disclose her identity and prove her ownership of the RA. The third
type of authentication offered in this platform is conditional anonymity. An RA can be de-
fined to be “Inspectable”, meaning that the authentication token gives the possibility to the
“School Inspection Board” to reveal the identity of a user under specific (extreme) circum-
stances that have been announced in advance. In that case, the participants are notified about
the nature of this RA before entering it and can decide whether they want to join the activity
of not. This mechanism is established to assist the school to fulfil some of its legal obligations
such as controlling bullying threats.

All the pilot participants are equipped with smartcards and smartcard readers so that they can
use the platform from their personal computers as well as the computers in the schools. The
smartcards are preloaded with a set of credentials that specify their basic information such as
first name, last name, and birthdate, their roles (i.e. pupil, parent, teacher, nurse, etc.), the
classes and courses that the pupils are enrolled in. Consequently, the access policies for the
RAs should be defined based on the attributes in the credentials.

Due to the wider range of activities in this trial compared to the university trial, the first round
of this pilot started in May 2013 in a smaller scale to better investigate the scalability of the
platform and thus be able to address its shortcomings before a larger scale deployment. In this
round 24 students used the system to accomplish the given tasks. Their feedback was collect-
ed and later reflected in the next deployment. The second round of the pilot was launched in
October 2013 with 378 participants consisting of 52 school personnel, 121 pupils, and 205
parents. The trial will continue until the end of January 2014. More detailed information about
this pilot can be found in [BGOZ12] and [ABD+13].

5 The Reference Implementation

The main purpose of the reference implementation is to provide a common platform, which
exposes a unified architecture for selected Privacy-ABC systems and enable the deployment
of the reference implementation in pilots involving actual end-users. Furthermore the refer-
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ence implementation is a research vehicle for understanding the interoperability issues of the
selected ABC systems.

The reference implementation faithfully implements and realises most of the architecture, pro-
tocol, and API for Privacy-ABCs as defined in [CKL+11]. It is not a goal of the reference im-
plementation per se to be tuned towards to high performance. Also the reference implementa-
tion implements the entire architecture, and as such is very versatile. The reference implemen-
tation can easily be deployed, but it will require some tailoring to fit the specific needs of a
particular application. The main modification points will be user interface, smartcard applica-
tion, storage (of keys, credentials, parameters etc.), and perhaps performance. An example is
the user interface, which can be simplified in simple application cases.

Figure 4 depicts the communication between parties in an example deployment of the refer-
ence implementation. It shows that the user communicates with any other party (i.e. Issuer,
Verifier, Inspector, and Revocation Authority) in the system in the same way.

Issuer/Verifier (Relying Party)/Inspector

Internet (http)

User
Figure 4: Deployment of the ABC4Trust reference implementation

The core end-point at any involved party will always be the ABCE. The ABCE is written in
Java since Java gives easy interoperability between platforms. Furthermore, integration with
some of the crypto libraries (i.e. Idemix) written in Java is facilitated.

To get a working Privacy-ABC system running, a number of parameters/resources have to be
distributed amongst the parties. This includes public key material, credential specifications
etc. In order to simplify this process, certain helper classes have been developed. Given vari-
ous resources, these helpers will populate the key managers and other components used by an
ABCE and finally return an initialized ABCE. Each of the helpers is designed for a specific
purpose, i.e. User ACBE, Issuer ABCE or Verifier ABCE. The helpers and the produced
ABCE can either be used directly or be wrapped into a web-service to allow easy use in user
applications.

In order to run the services on each party, an application server is needed, and we chose Jetty
for this purpose. This was a natural choice because Jetty is also written in Java. The commu-
nication between the entities is done via XML since XML has widespread support and can
easily be checked for integrity.

The reference implementation contains a browser plugin (for Firefox and IE) that enables the
reference implementation services to talk to the applications. Without the browser plugin, the
services would have to resort to cross-site scripting which would not work in any modern
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browser. Thus, we encapsulate the possible calls to the user’s local web service within the
browser plugin. This also ensures that we only call the service in the correct way, removing a
lot of potential bugs. The browser plugin also offers the functionality to change the users PIN
code, unlock the card with the PUK code if the card has been locked due to 3 incorrect PIN
inputs. The user can manage her credentials, i.e. view or delete them. Furthermore, the user
has the possibility to request a backup or restore the content of the smartcard. In addition to
that some debugging information can be obtained via the browser plugin.

A user interface for selecting credentials and pseudonyms is developed as part of the refer-
ence implementation. The user interface is presented to the user in case a user needs to present
credentials and/or pseudonyms to a verifier.

Along with the reference implementation, ABC4Trust offers a demonstration example that
shows how to integrate and deploy the reference implementation in a web setting. The exam-
ple shows a scenario where a country can issue identity cards to its inhabitants and based on
these cards the inhabitants can access a service.

6 Smartcard Integration
6.1 Why smartcards?

In the reference implementation it is possible to use smartcards for storing the user’s creden-
tials and her secret key. Having the credentials on a portable device allows the user to use her
credentials from any computer that the ABC User service is installed, which was an important
feature in the projects’ pilots. For example in the school pilot, it allowed the pupils to login to
the community interaction platform from home or at school.

Having the user’s secret key on the smartcard greatly increases the security of the system. Not
only because smartcards are tamper-resistant, making it very hard to retrieve a user’s secret
key from a smartcard, but also because a malicious adversary needs to get hold of both the
smartcard and the users PIN-code in order to be able to impersonate her. In addition to that,
storing the secret keys on smartcards prevents the users from sharing credentials.

For a more detailed discussion about the benefits of using smartcards, see [Bran00].

6.2 Smartcard related Challenges

Despite of their convenient usage, smartcards can be very surprising during the development
phase. In this section we briefly talk about the challenges that we faced during the ABC4Trust
projects with regard to the smartcards.

The very first plan of the ABC4Trust project was to use an upcoming novel smartcard plat-
form, which was offering very desirable computation and storage capabilities as well as ac-
cess to the low level APIs. Unfortunately, after the first release, it turned out, that due to a
hardware bug in the communication interface, the platform would not be ready in time to be
used in the project. Therefore, the project decided to investigate other available options.

In the first university trial, we used a smartcard from ZeitControl, which turned out to have a
multitude of problems. The biggest problem was a random error that we never found the
cause for. However, the card was previously detected to have issues with RAM-handling,



10 Integrating and trialling Attribute-based Credentials on Smartcards for building trust

which may have been the problem. Later we found out that the card also does not support all
the claimed functions.

An implementation challenge at that point was the synchronization between the two Cryp-
toEngines when using the smartcard. We used Java for the Idemix implementation and .NET
for the U-Prove part of the ABCE, and therefore two different drivers were needed to com-
municate with the smartcard. Although this never occurred at the same time, it still caused
problems with releasing the lock from the smartcard. Switching to a pure Java implementation
after introduction of the new crypto architecture resolved the issue.

Different ways of handling hash functions by U-Prove and Idemix were another challenge that
we had to deal with in the early phase. The two engines disagreed on the way to hash a value,
so we needed to implement two different hash functions on the smartcards.

As the design of the pilots progressed, we encountered difficulties with the storage space
available. There simply was not enough space to support the scenarios in the school trial. Due
to this issue and also our interest to increase the performance, the project decided to change
the platform to the MULTOS smartcards.

Switching to the MULTOS cards was not a very straightforward process since the developers
discovered a variety of issues. More specifically, some functions that MULTOS claimed in
the specifications were not implemented on the hardware. In addition to that, some functions
did not work in the way they were supposed to, e.g. the modular multiplication. Nevertheless,
the developers managed to workaround the issues and ended up with a fully working smart-
card application.

Apart from the technical difficulties mentioned above, there have been some challenges in the
scenario design process for the pilots with regards to smartcards. The project decided to ena-
ble a backup and restore feature in case of stolen, broken or lost smartcards, which posed sev-
eral issues. In the first place, appropriate measures had to be taken to prevent manipulation of
the backup images and preserve their secrecy. In case of the project pilots, there was no need
to include the credentials in the backup since they could be always re-issued.

In the university pilot, we relied on a “counter” mechanism for recording the attendance rec-
ords on the card. If the backup only contains the attendance information, it could be misused
to distribute the backup to other students who could then restore the image and suddenly have
a working card for evaluation, even though they really did not participate enough in the lec-
tures. As a result we embedded the “devicelD” in the backup image and programmed the
smartcard in a way that it rejects the backup images from smartcards belonging to other stu-
dents (a new card is initialized with the same devicelD as the previous one). This removes the
cloning possibility, but an adversary can still misuse the system in another way: The adver-
sary could show up as a new student and evaluate the course again, if she claims her card sto-
len and gets a new card after submitting her first evaluation. We addressed this threat by limit-
ing the time when one can request a new card to the period before the evaluations starts. The
scenario is immune in this case since the credentials will be revoked once the smartcard is re-
ported lost.

In case of the school pilot the backup scenario was slightly more complicated. The pilot needs
to ensure that pupils do not lose their aliases in case of a broken card since they are stored on-
ly on the smartcard and they are bound to the secret key of the user. As a result, the backup
image must contain both the secret key and the alias list in order to transfer them to the new
card. The problem was to prevent someone from cloning a card. An adversary can claim her
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card stolen, and get a new one with the same devicelD enabling her to restore the backup im-
age. She can use the new card to obtain new credentials (as the old ones are revoked) and then
clone everything to the previous card (with the same devicelD). Essentially this problem can-
not be easily fixed apart from not doing backup at all. However, in a pilot environment with
12-15 years old pupils, it makes sense to take the risk of cloned cards rather than going for
expensive and complicated solutions.

6.3 Performance

As a better response time is always desired in the pilots, we investigated on the performance
of the applications. It turned out that a main performance bottleneck was the smartcard, where
especially downloading data from the smartcard was cumbersome, being responsible for 46%

of the total time. The graph in Figure 5 shows that for a presentation downloading data from |

the smart card and smartcard operations were responsible for more than 80% of the total time.

Smartcard
operations
38%

Downloading
data from
smartcard

46%

Figure 5: Distribution of time consumption during a presentation

The presentation analysed involved two credentials. The key size was 2048 bits and the total
time spent on the presentation was 24.4 seconds. The test was conducted on an Intel duo core
2.2 GHz with 2 GB RAM, running Windows 7 32-bit.

The amount of data that needs to be downloaded from the card decreases on a second presen-
tation on the same PC due to some of the data being cached. It is worth noting that some of
the data being downloaded are not secret data, and in principle could be retrieved from anoth-
er faster source.

As mentioned earlier, smartcards were chosen because they offer a portable and tamper-
resistant way of storing keys and credentials. If another device offered the same security and
better performance, for example a smart phone with a hardware backed key store, it could be
used instead, giving a better total performance of the application, not to mention the improved
usability of not having to carry an extra token. It is the intentions of the project to perform an
analysis and develop a prototype of these possibilities.

7 Conclusion and Outlook

The ABC4Trust project has successfully tested the feasibility of implementing Privacy-ABCs
on smartcard for real life and large-scale deployments. In this regard, the informal feedback
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about the trials is positive and quite a few of the partners are eager to plan larger trials. There-
fore, one can expect wider adoption of Privacy-ABCs in real environment.

From our experience, when it comes to development of high performance and rich functional-
ity applications on smartcards, one could still experience the problem of immaturity of smart-
card platforms. As a lesson learnt, the paradigm of universal open access high performance
smartcards has not realised yet. Even tough smartcards troubled us during the development
phase there is no proper replacement that gives the same level of secure computation and ease
of use for the users. As mentioned earlier, ABC4Trust is investigating the possibility of using
smartphones as the user token as well, but of course the known issues of smartphones make
clear, that this may be no easy exercise.
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